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Chapter 1
Introduction

Introduction 3

This chapter provides an overview of the CudaTel Communication Server and includes the following
topics:
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Overview

What This Guide Covers

The CudaTel Communication Server is an integrated hardware and software telephone system
solution, providing a simple, feature rich system for connecting and managing voice connections
established through Internet and traditional phone lines. The system can be pure VoIP (Voice over
Internet Protocol) or it can blend VoIP with traditional phone service, such as analog and digital
phone connections. CudaTel provides configuring and monitoring of the phone system, inbound and
outbound routing of calls, and management and recording of users and phones through an easily
understood administration user interface (Web Interface) over the Internet.

Depending on the model, CudaTel can support hundreds of concurrent calls. This guide provides
concepts and general guidance the administrator needs to understand how to best configure the
CudaTel Communication Server according to the organization’s deployment needs, policies and
telephony infrastructure.

Easy Administration

The powerful Web Interface of the CudaTel Communication Server allows for convenient
configuration and management of your phone system from any networked computer as soon as the
CudaTel Communication Server is installed on your network. All management, routing and
monitoring of phone calls can be managed from one central location.
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Features of the CudaTel Communication Server

All models of CudaTel Communication Server support the following:

Unlimited number of extensions, telephones, and users.
Management of local users, and creation of user groups.
LDAP synchronization between CudaTel and back end repository of users and extensions.

Group calling: Allows association of users/telephones permitting one ring/all ring
functionality.

Follow-me: Allows telephone number to be routed to various extensions in order to locate a
user, based on date, day or time of day.

Networking of VoIP voice connections.

SIP telephones: Allows attachment to devices which use the SIP protocol to establish media
streams for voice or video transmission.

Networking to analog phone lines (model 270B): Provides connection with dial tone provided
by telephone company.

Networking to digital phone lines (models 370B, 470B, 670B): Provides connections with
Primary Rate Interface ISDN, which can carry voice traffic for up to 30 simultaneous digital
voice calls.

Trunk group support: Allows establishment of logical groups of phone lines (analog and
digital) to accomplish call routing with transparency to the user.

Inbound call queues: Keeps track of incoming calls allowing them to be held and then
retrieved in the order received. Can be configured so on hold callers hear announcements or
music.

Multi-party conferences: Allows multiple callers dialing into an extension to connect, and to
communicate with each other. Can require users to provide secure PIN for access.

Automated attendant: Provides for menu based call routing system using Interactive Voice
Response (IVR) to play announcements and route calls according to caller responses. Also
provides for caller to be immediately transferred to dialed extension.

Advanced call routing: Routes inbound calls based on a simple list of actions to perform for
each caller, including announcements or transfers to extensions, including conditional routing
based on date, time of day, or day of week.

Call monitoring and recording: Allows real time monitoring and recording of calls and stores
call parameters including call start time, call end time, extension dialing and number dialed.

Call bridging: Allows any telephone in network, whether soft (connected via Internet) or hard
(connected via traditional POTS line) to establish a voice connection with any other phone in
network.

Automatic provisioning of telephone sets: Allows automatic provisioning of all existing hard
and soft phones on the network.

Power over Ethernet: CudaTel supports power over ethernet provided by telephone service
providers.

Energize Updates

Introduction 5

Barracuda Central

To provide you with the latest features and support for your CudaTel Communication Server,
Energize Updates are available around the clock to your CudaTel Communication Server from
Barracuda Central. These updates are automatically made available to your CudaTel Communication
Server.



Energize Updates provide your CudaTel Communication Server with the following benefits:

* Access to round the clock free tech support
* Access to the latest firmware, including the latest features and enhancements

Figure 1.1: Energize Updates from Barracuda Central Delivers the latest CudaTel firmware.
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CudaTel Communication Server Models

The CudaTel Communication Server comes in a variety of models. Refer to the following table for
the concurrent call capacity and features available on each model:
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Table 1.1:

Feature Model Model Model Model
270 370 470 670

Concurrent Call 10 50 100 2250

Support

Conferences 2 5 15 50

User Support Unlimited Unlimited Unlimited Unlimited

Voicemail 50 GB 50 GB 50 GB 50 GB

Storage

Hardware

Rackmount 1U Mini 1U Mini 1U Mini 1U Fullsize

Chassis

Dimensions (in) 16.8x1.7x14 16.8x1.7x14 16.8x1.7x14 16.8x1.7x22.6

Dimensions 42.7x4.3x35.6 42.7x4.3x35.6 42.7x4.3x35.6 42.7x4.3x57 .4
(cm)

Weight (Ibs/kg) 12 Ib/5.4 kg 12 Ib/5.4 kg 12 1b/5.4 kg 26 1b/11.8 kg
Ethernet 2x100 2x100 2x100 2xGigabit
AC Input 1A 1.2A 1.4A 1.8A
Current (Amps)

Solid State Boot YES YES YES YES
Disk

Echo YES YES YES YES
Cancellation

ECC Memory YES
Redundant Disk YES
Array (RAID)

Optional Phone 4 Analog Single T1/PRI Dual T1/PRI Quad T1/PRI
Line (TDM)

Hardware

Features

Call YES YES YES YES
Conferencing

Voicemail YES YES YES YES
Voicemail Email YES YES YES YES
Integration

Automated YES YES YES YES
Attendant (IVR)




8

Table 1.1:

Feature Model Model Model Model
270 370 470 670

SIP Voice/Video YES YES YES YES

Client Support

SIP Provider YES YES YES YES

Support

High-Definition YES YES YES YES

Audio

Windows Active YES YES YES YES

Directory

Integration

LDAP YES YES YES YES

Support/User

Import

Call Recording YES YES YES YES

Performance YES YES YES YES

Monitoring

Automated YES YES YES YES

Phone

Provisioning

Customizable YES

Branding
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Contacting Technical Support

To contact Barracuda Networks Technical Support:

* By phone: call 1-408-342-5400 if you are in the United States, or (888) 268-4772.
* By email: use support@cudatel.com
* Online: visit Attp://www.cudatel.com/support and click on the Support Case Creation link.

There is also a Barracuda Networks Support Forum available where users can post and answer other
users’ questions. Register and log in at http://forum.barracuda.com.
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Chapter 2
CudaTel Communication Server Concepts

This chapter introduces the general topics that will help you understand what your CudaTel
Communication Server can do and how to approach configuring the features that are important to
your particular deployment and organization policies. The Getting Started chapter walks through
initial setup and configuration of the system to get you up and running.

Telephone Concepts and Technologies .............cccoccceevceeenieeencnnan. A2
CAll ROULTIG ... .14
Phone System Network Considerations ................ccccoueeveevcuneanenann. 16
Telephone Service Provider Considerations ................ccceeevuveeeuenann. A7
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Telephone Concepts and Technologies

The following is a list of some of the terms used to describe the CudaTel Communication Server

functions and features.

Table 2.1: CudaTel Terms and Concepts

Term

Description

Telephone System

A telephone system is a server for telephones. It allows the
communication connections between hard, soft and IP
phones, the Internet, and traditional phone lines. Tradition-
ally, telephone systems, also called PBXs (Private Branch
Exchanges), connected phone lines provided by telephone
companies through traditional lines to phones -- actual hard-
ware used to receive and make calls. The CudaTel is a
modern phone system allowing the expansion from this tra-
ditional model to include connections over the Internet. It
allows for easy configuration of the system over the Internet
and connection through the Internet to non-traditional
phones such as soft phones and IP phones.

Phone Lines

Phone Lines are the traditional lines provided by telephone
companies or telephone service providers which provide dial
tone. Phone lines can be connected to the CudaTel by
analog ports, standard RJ14 four conductor jacks, or digital
ports, which are PRI circuits using standard eight conductor
RJ45 jacks. Additional voice connections can be provided
through the Internet, with service providers providing
accounts to establish media streams for voice or video con-
nections using voice over Internet protocol (VolP).

Grouping Phone Lines

Trunk Groups are logical groupings of phone lines. Analog
and/or digital lines can be associated into a trunk group to
allow the routing of outbound calls through any available line
in the trunk group. Users are not required to know which line
the outbound call uses; as long as at least one of the trunk
group lines is available, the outbound call routing is trans-
parent to the user. By creating digital trunk groups, a very
large pool of phone lines can be established for environ-
ments such as call centers, where there is heavy telephone
traffic.
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Table 2.1: CudaTel Terms and Concepts

Term Description

Phones: Hard/Soft/ IP A telephone is a device which receives and transmits the
voice connection between a user and another user or a
system resource, such as voice messaging. Phones can
establish connections via traditional phone lines (POTS
lines) or through Internet connections (LAN or WAN). Hard
phones are the traditional telephone hardware that allows
direct connection through POTS (“Plain Old Telephone Ser-
vice”) lines to the phone network. Soft phones are imple-
mented through software on a computer, where the
computer acts as your telephone, connected through the
Internet to the phone network. IP Phones are hardware
devices, resembling a traditional telephone, which connect
to the Internet and provide the needed subset of computing
functionality (connection to the Internet, display of caller
information, function “buttons”, etc.). Voice connection feels
as though on a traditional phone, though the connection is
actually made through the Internet.

Provisioning Phones The process of assigning the phone to the CudaTel Com-
munication Server from which it will get assignment of an
extension number and firmware updates.

Extensions/ An extension is the final destination of a routed call. It may
be a phone or a system resource such as a queue, confer-
ence, voice mailbox, or automated attendant. For the pur-
poses of CudaTel Communication Server documentation,
an extension number, the number dialed to reach an exten-
sion, and the extension itself, are interchangeable terms.

Extension Numbers

Grouping Users Grouping users allows assigning an extension (in addition to
the users assigned individual extension) to be associated to
all of the grouped users. All phones of users in the group
ring when that group extension number is dialed. This is a
simple way to alert multiple users of incoming calls of
common interest. The group association also allows the
establishment of a default call recording policy for the whole
group with one setting.

Policies Policies allow setting a default configuration for a group of
users. For example, policies can be established for collec-
tion of data records for a group of users.The group policy
can be over-ridden by individual user settings.

CudaTel Communication Server Concepts 13



Call Routing
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The CudaTel Communication Server allows local management of calls both incoming from the PSTN
(public switched telephone network), or Internet, and outgoing to the PSTN or Internet. The CudaTel
is connected to the Internet (through its LAN/ WAN ports) and optionally to analog or digital phone
lines, directing both inbound and outbound calls to the proper route.

Outbound Routes

Outbound routes, associated with a specific Telephone Service Provider, are specified as a list of
potential dialed patterns. The patterns may be specific, such as ‘911°, or more general, such as ‘any 7
digits’. An outbound route provides the mechanism for a particular dialed sequence to be allowed.
These routes direct calls fitting a defined pattern to be routed using PSTN lines, or Internet connection
from the associated telephone service provider. By specifying outbound routes per provider, the
administrator can direct calls to the best provider for that call type. For example, ‘411’ calls can be
directed to the best information resource of the telephone service providers. To enable a particular
dialed pattern to connect out, that pattern must be specified for at least one provider. For example, to
enable ‘911’ dialing, the ‘911° dialed pattern must be set as an outbound route for at least one
provider. If no outbound route exists for the sequence, it will be denied connection access. For
information about the use of Regular Expressions (text patterns) to set up outbound call routes, see
Appendix C.

Inbound Routing

Incoming calls to the CudaTel Communication Server can be routed with a variety of options.
Queues, lists of calls kept in the order received, allow calls to be handled in order, according to the
configured strategy. Calls can be processed according to interactive inputs from the caller, who
chooses off of an announced menu asking him to respond by pressing a key that indicates his choice
(using Automated Attendant). Alternatively, calls can be handled according to a simple list of actions
for each call (List based routing), or can be routed according to time of day, date, or day of week (Rule
based routing). In each case, the CudaTel processes the call according to the configured list of actions,
which may include playing announcements or transferring the call. Because queues, automated
attendant, and list or rule based routing are all associated with logical extensions, transferring to the
associated extension provides for the call’s handling using any of these configured mechanisms.

Automated Attendant

Automated Attendants use sound files to provide an announcement asking for caller input. The input
(key-press of a digit) is captured to determine the proper routing of the call.

Advanced Routing

When a group of calls all require the same handling, an advanced router is a simple way to configure
the required steps for each incoming call. The list may include playing messages, transferring to
extensions, and may have conditional handling dependent on the time, day, or date the call is received.
For example, a call may be routed to an operator during business hours, to an automated attendant
after hours on business days, or by default to a general voicemail extension.
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Queues

Queues allow calls to be held in the order received, and answered in that order by designated queue
agents as they become available to process them. A queue is assigned a logical extension number and
calls transferred to that extension join the queue. Queues work on a simple first in, first out principle,
such that calls are retrieved from the queue in the order they were received. While queue agents
receive calls automatically from the queue as they become available, anyone can take calls off the
queue by dialing the associated agent access extension. A queue can have a timeout which transfers
calls waiting beyond the timeout period to a designated extension. The queue provides for music on
hold or break in announcements at regular intervals if desired.

Parking/Retrieving Calls

Dynamic routing of calls can be accomplished by configuring blocks of call parking extensions. An
incoming call (which requires paging to locate the intended call receiver, for example) can be parked
in the block of parking extensions by transferring the call to the first extension in the block. The call
will be held at any available extension in the block. The retrieval extension is returned to the user who
parked the call and can be passed on to the intended call receiver, once s/he is located. For example,
the intended receiver can be paged with instructions to pick up the retrieval extension. Alternatively,
the call could be directly transferred to an extension from the block of parking extensions if it is

known to be available. In this case, the call can be retrieved by simply re-dialing that extension.
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Phone System Network Considerations
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Best
Practice

Deployment of the CudaTel Communication Server requires connection to a network. The
performance of your phone system and the ease or complexity of setupwill depend, in part, on the
network configuration you choose.The CudaTel Communication Server relies on the attached
network to providebandwidth, the amount of data flow available for voice connections, and to
provide correct configuration information. While connecting your CudaTel Communication Server to
an existing network may require less physical network configuration, it introduces some performance
and complexity issues to your phone system deployment. These issues need consideration before
deciding which network configuration you will implement.

Voice connections rely on adequate network bandwidth. By attaching your CudaTel Communication
Server and phones to an existing network, the bandwidth available for voice connection traffic will
be constrained to the existing network bandwidth available. Lack of bandwidth could negatively
impact voice connection quality and reliability. Also, attaching the CudaTel Communication Server
and phones to the existing network may impact other network elements vying for the same bandwidth.

Any network device with its own IP address (phones and SIP devices in your system) receives
configuration information from the DHCP server when connected to the network. Because phones
need configuration to point to the CudaTel Communication Server as the phone server, the network
will need to be configured to allow the DHCP server to correctly distinguish which network elements
are phones and SIP devices so correct configuration information can be transmitted to them.
Implementing a virtual LAN (VLAN) comprised only of phone system elements is one way of
ensuring that phones are identified as such, and receive correct configuration information from the
DHCEP server when attached to an existing network.

Considering these quality and complexity issues, the ideal network setup for the CudaTel
Communication Server and the phones it serves (SIP devices, IP phones) would be a dedicated
physical network. Using this configuration results in high quality voice transmission, with the fewest
dropped calls. This setup enables phones to get the proper configuration information without
introducing added complexity into the existing network.

The most reliable network configuration, providing maximum performance of your phone system,
is to set up a dedicated physical network for your CudaTel Communication Server and phones.
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Telephone Service Provider Considerations

The CudaTel Communication Server requires a connection to the outside world for receiving and
routing calls. The connection may be via the Internet through accounts provided by Internet voice
connection (VoIP) providers or through physical analog or digital lines from the telephone company.
The CudaTel Communication Server allows connection to each of these and provides bridged
connections among them. Your phone system will need to be configured to support the phone service
provider you choose, whether VoIP voice connection provider or traditional telephone company.

VoIP Telephone Service Connection

VolIP providers use the Session Initiation Protocol (SIP) to implement voice connections over the
Internet. The CudaTel Communication Server supports various SIP configurations. VoIP accounts are
used to set up the connections. The VolP provider establishes an account and provides parameters
which the CudaTel Communication Server is then configured to use. Once configured, the CudaTel
can route calls in and out through the VoIP connection.

Emergency Dialing Configuration

Because VoIP connections, unlike traditional phone lines, are not mapped to physical locations,
Emergency call (911) routing can be problematic. To insure proper emergency call routing over the
Internet, always check with your VoIP provider. The CudaTel Communication Service allows for the
configuration of sites which are identified by:

¢ IP address or subnet mask,

* inbound provider or port,

« inbound authorization account.

This allows site specific emergency service to be properly identified when 911 calls are made. Internet

emergency service (for example: E911) requires the registration of each site in order to ensure that
authorities in the locale of the caller are notified in the event of an emergency.

Traditional Telephone Service Connection

Analog Telephone Service Connections Setup

The CudaTel Communication Server (model 270B) allows you to connect your phone system directly
to traditional phone service through analog ports. Up to four analog phone lines can be attached
through two analog ports on the back of the appliance. These physical connections provide the lines
through which incoming and outgoing calls can be routed. For information about maximum
concurrent call count and other features, see CudaTel Communication Server Models on page 7.

Digital (PRI)Telephone Service Connection Setup

The CudaTel Communication Server (models 370B, 470B, 670B) provides the option to connect your
phone system directly to traditional phone service through digital PRI ports. Up to four PRI
connections can be made depending on your model. These physical connections can provide for a
large call volume to be supported. For information about maximum concurrrent call count and other
features, see CudaTel Communication Server Models on page 7.
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Chapter 3
Getting Started

This chapter will guide you in installing the CudaTel Communication Server and configuring the
phone system to take advantage of its rich feature set.

INTEQL S@TUD ..o 20
Update the CudaTel Communication Server Firmware..................... 24
Administrative Settings and the Web Interface..............cccccccueeeunni... 26
Basic Phone System CONfiguration............c...ccocuevevueeeniueeeniuneeennnaanns 27
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Initial Setup

Checklist for Unpacking

Begin by unpacking your new CudaTel Communication Server. Consult the checklist and directions
in this section for instructions on how to proceed.

Unpacking checklist:

¢ CudaTel Communication Server
e Power cord
¢ Ethernet cable

*  For model 270B, also included are two telephone Y-cables
Required equipment for installation:

*  VGA monitor (reccommended)

e PS/2 keyboard (recommended)

e 1U space in 19" rack or other suitable location
e Climate controlled environment

* A/C power

*  Uninterruptible power supply (recommended)

Deployment/Installation

The following figure shows the configuration of the CudaTel installed in the system, connecting both
POTS lines (“Plain old Telephone Service”) and Internet voice connections through the firewall to [P
and soft phones in the system.
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Figure 3.1: The CudaTel Communication Server behind the corporate firewall
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Install the CudaTel Communication Server

1. Fasten the Barracuda CudaTel Communication Server to a standard 19-inch rack or other stable
location..

Warning

©| Do not block the cooling vents located on the front and rear of the appliance.

2. Connect a CATS or CAT6 patch cable from your network switch to the LAN Ethernet port on
the front of the CudaTel Communication Server.

3. Connect the following to your CudaTel Communication Server:
* Power cord
* VGA monitor
* PS2 keyboard

4. Press the Power button located on the front of the appliance

Getting Started 21



22

Configure IP Address and Network Settings

Wait for system to fully boot up.The login prompt for the administrative console is displayed on the
monitor, and the power light on the front of the system turns on. To physically install the CudaTel
Communication Server Appliance:

* At the Administrative Console prompt login enter Username: admin Password: 0000 (four
zeroes)

*  Use the TAB key to move and the ENTER key to select.

*  Configure the IP address. If you do not have a keyboard and monitor and want to set the IP
address, push and hold the Reset button on the front panel. Holding the Reset button for 5
seconds changes the IP address to 192.168.200.200. Holding the Reset button for 8 seconds
changes the IP address to 192.168.1.200. Holding the Reset button for 12 seconds changes the IP
address to 10.1.1.200.

*  Configure subnet mask, default gateway, and optional primary DNS and secondary DNS.

*  Apply the network settings.

Configure the Corporate Firewall

Open up the following ports in your firewall:

Table 3.1:
Port Direction TCP UDP Usage
22 In/Out Yes Yes Remote Support*
53 Out Yes Yes DNS
80 Out Yes No Firmware Updates
123 In/Out No Yes NTP
5060 In/Out Yes Yes Standard SIP Port
5065 In/Out Yes Yes Custom SIP Port
16384-32768 In/Out No Yes RTP Ports

* Access via port 22 is required only if technical support is requested
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Initial Configuration of the System

After specifying the IP address of the system and opening the necessary ports on your firewall, you
need to configure the CudaTel Communication Server from the Web interface. Make sure the
computer from which you configure the CudaTel Communication Server is connected to the same
network, and the appropriate routing is in place to allow connection to the CudaTel Communication
Server’s IP address from a Web browser.

To configure the CudaTel Communication Server:

1. From a Web browser, enter the IP address of the CudaTel Communication Server on the
address line (Example: http://192.168.200.200).

2. Login to the Web interface by entering the username admin and password 0000 (four zeroes)

Now the Web Interface will allow you to continue with configuration of the phone system. For the
purposes of this guide, the Web Interface screens will be referred to by the name of the page (in
uppercase letters, followed by a right arrow (> ) and the actual section name. For example, you are
currently looking at the SYSTEM DASHBOARD page, with the upper left section SYSTEM
DASHBOARD > Updates and Support.

Configure Nat Routing

If your CCS is behind a NAT router and you wish it to communicate via the Internet then enable NAT
routing on the SYSTEM CONFIGURATION > Network screen of the Web Interface. Using the Auto-
detect function, the External IP address may be automatically determined, or it may be set
manually.Click on Apply Network Settings after configuring the Nat Routing information.

Configure Proxy Settings

If you are using a proxy server, then the Proxy Settings may be set on the SYSTEM_CONFIGURATION
> Network screen of the Web Interface to reflect the proxy server IP address, port, and login
information (user and password). Click on Apply Network Settings after configuring the Proxy
Settings information.

SMTP Mail Settings

SMTP mail settings are used to send voicemail messages to users’ email. This function requires the
following inputs on the SYSTEM_CONFIGURATION>Network screen: SMTP Server Address/IP
address, the “from” host, the sender address and port, as well as login information for the host
(username and password). Click on Apply SMTP Settings after configuring the SMTP Mail Settings
information.

Activate Your Subscriptions

After installation, your Energize Updates and other optional subscriptions must be activated for the
CudaTel Communication Server to be fully enabled, and continue to receive the latest updates to your
firmware from Barracuda Central. The Energize Updates service is responsible for downloading
these updates to your CudaTel Communication Server.
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* At the top of every page, you may see a warning that your subscription has not been activated.

Product Activation

*  Click on the designated link to open up the Product Activation page in a new browser window.

*  On the Product Activation page, fill in the required fields and click Activate. A confirmation
page opens to display the terms of your subscription.

*  Return to the CudaTel Communication Server Web interface and navigate to the SYSTEM
Dashboard > Updates and Support page. Verify that the Energize Updates, Instant
Replacement Service (if purchased) and Premium Support (if purchased) all indicate active
status.

*  There may be a slight delay of a few minutes for the display to reflect your updated subscription
status. If the status is still showing as unactivated, click Refresh in the Subscription Status
section.

Note

If your subscription status does not change within an hour, or if you have trouble filling out the
@ Product Activation page, call your Barracuda Networks sales representative.

Update the CudaTel Communication Server Firmware

Prior to upgrading the firmware on your CudaTel Communication Server, it is always recommended
that you read the release notes. Subscribers to Energize Updates will have automatic access to the
latest firmware. The SYSTEM DASHBOARD > Updates and Support screen indicates when a
firmware update is available for installation by displaying an Updates Available notification directly
below the firmware version number. Selecting the notification navigates to the SYSTEM
CONFIGURATION > Updates page where the Current Installed Version of the firmware and Latest
General Release firmware versions can be compared. Release notes for all versions can be reviewed,
and a download of the latest firmware can be initiated.

To upgrade the firmware on the CudaTel Communication Server:

1. Navigate to the SYSTEM CONFIGURATION > Updates page. The Start Download button is
disabled if the CudaTel Communication Server is already up-to-date with the latest firmware.

Note
ALWAYS read the release notes prior to downloading a new firmware version. Release notes

provide you with information on the latest features and fixes provided in the updated firmware
version. You can access the release notes from the SYSTEM CONFIGURATION > Updates page.

2. If the installed version does not match the Latest General Release: read the release notes to
learn about the latest features and fixes provided in the new firmware version, and click Start
Download to begin the download. Updating the firmware may take several minutes. Do not turn
off the appliance during this process.
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You can view the download status by clicking the Refresh button next to the firmware download
progress. A “Firmware downloaded” message displays once the download is complete, and the
Refresh button will say Apply Now.

Not . .
ote The “apply” process takes several minutes to complete. It is important to not power-cycle the

appliance during the download. Your CudaTel Communication System will be offline during this
time, so it should be scheduled to minimize the business impact.

3. Installing the update will take a few minutes and will require the CudaTel Communication
System to be offline during that time. The install should be scheduled to least impact your
operations. When an appropriate downtime is available, click Apply Now to activate the newly-
downloaded firmware. This process will automatically reboot your system when completed,
which can cause your Web interface to disconnect momentarily. This is normal and expected
behavior, so there is no need to perform a manual reboot. A Status page displays the progress of
the reboot. Once the reboot is complete, the login page will reappear.
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Administrative Settings and the Web Interface

Controlling Access to the Web Interface

The SYSTEM CONFIGURATION > System page allows you to change the password of the
administration account.

Setting the Time Zone of the System

You can set the time zone of your CudaTel Communication Server from the SYSTEM
CONFIGURATION > System page. The current time on the system is automatically updated via
Network Time Protocol (NTP). When the CudaTel Communication Server resides behind a firewall,
NTP requires port 123 to be opened for outbound UDP traffic. If you desire to use an NTP server other
than the default, this can also be specified a bit further down on the SYSTEM CONFIGURATION >
System page.

It is important that the time zone is set correctly for accurate monitoring and routing of calls.

Note: The CudaTel Communication Server automatically reboots when you change the time zone.

Not
ote It is important that the time zone be set correctly because this information is used throughout the
system (e.g. rule based routers branch based on system time, and call data records store the
system time).
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Basic Phone System Configuration

Once the corporate network is properly configured (see Getting Started earlier in this manual) then
phone system (PBX) configuration can begin in earnest. The basic steps are:

*  Gather user information

* Identify physical telephones to setup

*  Configure users and phones

*  Configure routing features such as automated attendants, queues, MOH, and conferences

*  Configure telephone service providers

Configuring Users/Telephones/Extensions

Gather a list of users and phones (or use the autoprovisioning feature) before continuing with your
configuration.

Using Active Directory synchronization allows the CudaTel Communication Server to synchronize
to your LDAP database. To best implement your telephone system using this feature, it is
recommended that you create an organizational unit in your LDAP directory with only the telephone
system users. Then, to use Active Directory, use the SYSTEM CONFIGURATION > Active Directory
page to view the LDAP. Drill down to the telephone system organizational unit you created and select
it. Synchonizing now configures all of the telephone users in your system at once. The user names
will be configured according to your LDAP, so to delete, add, or modify a user after the
synchronization requires the modification to be made in the LDAP and synchronized again to your
CudaTel Communication Server. The Active Directory option is only recommended when the LDAP
is kept up to date.

Not
oe To use Active Directory synchronization, create a telephone organizational unit with only the

telephone system users you intend to configure. Then select and synchronize only to that
organizational unit to configure all of your telephone system users at once.

The autoprovisioning feature allows the CudaTel Communication Server to automatically provision
any SIP telephone it detects. Autoprovisioning should not be used if you have an existing VoIP
system in production on your LAN because it will attempt to provision every phone detected on the
network. If you are doing a "clean" install then the autoprovisioning feature will save configuration
time by automatically setting up each system phone to get provisioning information from the CudaTel
Communication Server. To turn autoprovisioning on, toggle the Turn Automatic Provisioning On
button in the SYSTEM CONFIGURATION > Phones, Automatic Provisioning screen. If
autoprovisioning is not used, then you will need to manually set each phone to look for the CudaTel
Communication Server to get its provisioning information. For detailed instructions on provisioning
specific manufacturer’s phones, see APPENDIX C.

Not
ote Automatic provisioning should be used only to setup a system where no other VolP phones are

already in production on the LAN. Cudatel Communication Server autoprovisioning function
streamlines setup of a clean install by provisioning all VolP phones it detects on the LAN.
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To manually set up users and phones, begin by hooking up phones, creating the users in the system,
and provisioning the telephones. The basic steps are as follows:

* Connect telephone to network

* Manually configure phone to get provisioning information from CudaTel
Communication Server. (APPENDIX C for manufacturer specific information on
connecting phones to the network).

¢ Add new user.

* Assign telephone to user.

Adding Phones

Connecting phones to your CudaTel Communications Server simply requires powering up the phone
and connecting it to the LAN. Provisioning it manually takes two steps: set the provisioning server in
the phone’s configuration to point to the CudaTel Communication Server (http://x.x.x.x/provision
where x.x.x.x is the IP address of the CudaTel), then reboot the phone. The provisioning server is the
CudaTel Communications Server, and each manufacturer requires this information to be provided in
its own way. For Cisco, Polycom and Snom phones, see Appendix C for instructions.

After provisioning the phone, it is unassigned, and can be viewed in the PEOPLE GROUPS and
PHONES page on the list of Unassigned Phones. The assigned temporary extension will appear in
this listing.

For soft phones, the CudaTel Communication Server automatically generates an authorization
Username and Password which can be copied and enterred into the appropriate fields of your soft
phone configuration. The phone will then appear in the Unassigned Phones list, and can be assigned
to a user.

Adding Users and Assigning Phones to Users

To add users manually, use the PEOPLE GROUPS and PHONES page Add New option. Fill in the first
name, last name, PIN, and group options as desired to set the user up initially. These values can be
edited at any time by returning to the PEOPLE GROUPS and PHONES page and selecting the user
from the list, which opens an editable window of the user’s information.

To assign a phone to a user, either select by choosing a phone (assigns the temporary extension
associated with this phone to the user), or select an extension for the user (directing the system to
assign the first free extension, or manually entering a single extension or range of extension numbers),
then click Add.

The select an extension for the user also allows an external number (direct inward dial number) to
be associated with a user which will ring the assigned user extension when dialed.The external
number will also be the caller ID sent out from that extension, unless overridden by the Telephone
Service Provider option to always use the preset caller ID.

After each user is created and has a phone assigned, voicemail can be set up by dialing *98 and
following the voice prompts.

Once the phones and users are set up, you can begin configuring queues, conferences, and automated
attendants. (While these system features may be created before adding and assigning users, it is
recommended to configure phones and users first to allow for verification that the configuration was
set up properly.) Lastly, configure your telephone service provider connections. In some cases you
may need to do this after business hours, such as when migrating from a phone system (PBX) that you
are replacing.
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Configuring Inbound Routing

Configuring Queues

A queue is a list of calls on hold and tracked according to the order received. A queue is associated
with an extension number, where transferring a call to that extension adds the call to the queue. The
order of the calls is maintained so the first call in the queue is the first one retrieved. Calls are retrieved
automatically by assigned queue agents, or manually by dialing the associated agent access extension,
if configured. Queue calls receive announcements or music while on hold. Calls may be transferred
to a configured extension if they are held beyond the configured queue timeout period.

Queue Agents

Assign a queue agent if calls should be routed automatically to a user’s extension when the extension
is available. One or more queue agents can be added manually by entering the extensions associated
with them.

Agent Access Extensions

Assign an agent access extension to allow users to manually retrieve the next call from the queue. Any
user may help service queue calls (when the queue is backed up, for example) by calling the queue
agent access extension, thereby retrieving the next call (the call which has been waiting the longest)
from the queue for processing.

Music on Hold

Music on Hold determines what a caller in this queue will hear while on hold, silence or the default
hold music. The SYSTEM CONFIGURATION > Sound Prompts page is the place to upload sound files
and the SYSTEM CONFIGURATION > Music on Hold page allows the default hold music to be
configured.

Break-in Announcements

Recorded break-in announcements, stored as sound files uploaded to the CudaTel on the SYSTEM
CONFIGURATION > Sound Prompts page, can be played at the interval you choose while the call is
on hold.

Queue Timeout

To set a queue timeout, enter the maximum time on hold and the extension to which the call should
be transferred if the hold time exceeds this maximum. Calls will then automatically transfer to the
configured extension if the elapsed time on hold exceeds the queue timeout setting.

Automated Attendant

Uploaded sound files are required to configure an automated attendant. The SYSTEM
CONFIGURATION > Sound Prompts page allows creating and uploading sound files. The sound file
should prompt the caller to indicate his selection by pressing the announced key associated with his
reason for calling. The Automated Attendant can capture the input and route the call accordingly, or
to a default extension if user input isn’t detected. The announcement is made at intervals configured
on the automated attendant screen.
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List based Routing

List based routers, associated with an extension number, specify an ordered list of steps to take for
each call coming into that extension. The list of routing actions are taken in order, and as soon as a
condition is met transferring the call, the list based router is exited. If no condition in the list results
in the call being transferred when the list has been exhausted, then the call is transferred to the Default
Destination Extension (fall-through).

Rule based Routing

Rule based routers, associated with an extension number, specify an ordered list of steps to take for
each call, where each step may include a condition such as time, day, or date of call to apply before
taking that action.The list of routing actions are taken in order, and as soon as a condition is met
transferring the call, the rule based router is exited. If no condition in the list results in the call being
transferred when the list has been exhausted, then the call is transferred to the Default Destination
Extension (fall-through).

Call Detail Reports

Call Detail reports are collected according to the Call Recording Policy setting on the People, Groups,
and Phones page, associated with each user, or group. This setting allows the collection of
information about each call to/from this user or group, including calling and called parties, call start
time and duration of call. These records can be viewed on the SYSTEM CONFIGURATION > Call Detail
Records page, or for further processing, the records can be downloaded from the SYSTEM
CONFIGURATION > Call Detail Records page into a file in comma separated format (CSV) .

Multi-user Conferences

Multi-user conferences allow the connection and interaction of multiple users through a configured
conference extension. Conferences can be set up on the SYSTEM CONFIGURATION > Call Detail
Records page by supplying a single conference extension number, an optional access code (which
invited users must supply to join the conference), and waiting music, played only when exactly one
person has called into the conference. A block of extensions can be assigned as conference extensions,
allowing for multiple individual conferences if desired. A call connected to the conference extension,
once the access code is provided, if required, joins the conference.

Connection to Service Providers

The CudaTel Communication Server requires a connection to the outside world to properly receive
and route calls. These connections may be through analog or digital lines from the telephone
company, or through the Internet to accounts provided by Internet voice connection providers. The
CudaTel Communication Server allows connection to each of these and provides bridged
connections among them.

VolIP Telephone Service Connection Configuration

VoIP providers use the SIP protocol to implement voice connections over the Internet. The CudaTel
supports various SIP configurations. VoIP accounts are used to set up the connections. The VoIP
provider establishes an account which will be registered using the SYSTEMCONFIGURATION >
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Telephone Service Providers screen. Setting up a new telephone service provider account requires
the following inputs received from the VoIP provider: Name of the provider, SIP configuration of
the provider (use generic unless otherwise indicated), host, port, login information (username,
password), Realm (if known). Other configuration options allow outbound calls to have a set Caller
ID, optionally overriding alternative caller IDs with the configured one (check box). VoIP
connections can be unidirectional, inbound calls only or outbound calls only, or bidirectional (both
inbound and outbound calls). Outbound routing can be manually set or can automatically allow
routing through any outbound route. If registration is required for your VolIP provider (normally it
i8), this can be indicated for the provider, along with the expiration date on the registration, if
specified by your provider. Once each of these fields has been updated with the provider information,
your new provider connection can be installed.

Analog Telephone Service Connections Setup

The CudaTel Communication Server (model 270B) provides the option to connect your phone system
directly to traditional phone service through analog ports. To use the analog ports, simply attach
incoming phone lines (from the traditional RJ14 wall phone jacks) to the analog ports. Each analog
port allows the connection of up to 2 lines. To attach two lines, connect the provided Y cable to the
analog port on the back of the CudaTel appliance, then two separate lines may be attached to the two
jacks at the other end of the Y cable. Once these lines are connected, the analog ports will appear in
a list on the TELEPHONE SERVICE PROVIDERS page.

Selecting a port on the TELEPHONE SERVICE PROVIDERS page brings up the configuration screen
for that port. The direction of the connection can be set to Inbound only, Outbound only, or both
directions. Correspondingly, inbound and outbound voice connections can be configured on this
screen. Inbound calls can be connected with any extension, including automated attendants, routers,
or a user phone. Outbound routes are set at the bottom of this screen. For more information on
configuring outbound routes, see appendix C.

Digital (PRI)Telephone Service Connection Setup

The CudaTel Communication Server (models 370B, 470B, 670B) can connect directly to traditional
phone service through digital PRI ports. To use the digital port, simply attach the incoming PRI line
(from the traditional RJ45 wall phone jacks) to a PRI Port on the back of the CudaTel appliance. One
(model 370B), two (model 470B), or four (model 670B) PRI connections can be made depending on
your CudaTel model. Once the connections are made, the PRI ports will appear in the provider list on
the TELEPHONE SERVICE PROVIDERS screen.

Selecting a digital port on the TELEPHONE SERVICE PROVIDERS page brings up the configuration
screen for that port. On digital ports, the signal type, default caller id, external numbers and outbound
routes must be configured. Compatible signal types for your CudaTel Communication Server include
National ISDN-2 (NI-2), Lucent SESS, or NorTel DMS100. When ordering new equipment, use the
signalling type supported by the current phone system. If no current service exists, NI-2 is
recommended. Default Caller ID setting will override all other caller ID settings for outbound calls.
External numbers can be configured for the Telephone Service Provider implementing Direct Inward
Dialing. Outbound routes for the digital circuit must be configured for any calls to be routed
outbound. For more information on configuring outbound routes, see appendix C.
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Chapter 4
Configuring Distributed Telephone Systems

This chapter discusses configuration options for phone systems which are distributed across multiple

locations.
Emergency Service and Distributed SyStems ..............ccccoevcveeneveanne. 34
Configuring Remote PRONES ............cccccoeveieiieiiiiieiiieeiieeeee e 35
Configuring Communication to Remote CudaTels ............................ 36
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Emergency Service and Distributed Systems

34

Warning

&

To insure proper emergency dialing response, the CudaTel Communication Server allows sites,
locations of remote elements of your phone system, to be configured and associated one of three ways
with phone system elements. The specification of the remote site can be made using IP address/Subnet
mask, by inbound provider/port, or by a new inbound authorization account.

Configuring a site, allows the CudaTel Communication Server to associate configured site specific
information (for example, outgoing caller id) with the remote network element. You need to consult
your VoIP or Internet emergency service provider for additional configuration setup required to
implement emergency service dialing.

To insure emergency service properly identifies a remote network element location, you must
consult your VoIP provider, or register with an Internet emergency service and follow their
instructions. The CudaTel Communication System does not implement emergency dialing, but
rather assists your VoIP or Internet emergency service provider in implementing it.
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Configuring Remote Phones

Warning

&

It is recommended that when configuring a phone remote to your CudaTel Communication System
you contact your VoIP or Internet Emergency Service provider to discuss the implications for your
emergency dialing.

Basic configuration of the phone is the same as a phone colocated with the CudaTel Communication
Server. The remote phone needs to be configured to look to the CudaTel for it’s setup (set the
provisioning server to http://x.x.x.x/provision where x.X.x.x is the IP address of the CudaTel). Then
reboot the phone.

To assist in correctly identifying the location of your remote phone, the CudaTel Communication
Server allows you to configure and associate site specific information (for example, outgoing caller
id) with your remote phone. You need to consult your VoIP provider for additional configuration
setup required to implement emergency service dialing.

To insure emergency service properly identifies a remote phone location, you must consult your
VoIP provider and follow their instructions. The CudaTel Communication System does not
implement emergency dialing, but rather assists your VoIP or Internet emergency service provider
in implementing it.
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Configuring Communication to Remote CudaTels

36

CudaTel Communication Servers use Session Initiation Protocol, making them generic SIP devices,
and can be configured to communicate with each other over the Internet as such without any required
telephone company or VolP service provider.

Configuring CudaTels to connect with eachother requires setting up an outbound connection and
inbound connection for each CudaTel Communication Server configured. The outbound connection
is configured as a telephone service provider, with an associated extension on the remote CudaTel,
and must have an associated outbound route which directs the remote CudaTel extension numbers
through that associated extension to the remote CudaTel Communication Server. The inbound
connection is implemented through a configured person (on the People, Groups and Phones page)
assigned to a generic SIP device (as its phone), which is configured with the remote CudaTel IP
Address. This allows incoming voice calls from that [P address (the remote CudaTel Communication
Server) to be routed inbound properly and identified as coming from a remote site, using site
configuration of the remote CudaTel’s IP address.

To connect two CudaTel Communication Servers together, Inbound and Outbound gateways must be
set up on each CudaTel. That is, configuring must be done for inbound voice connections (through a
user with a generic SIP device at the remote CCS IP address) and outbound voice connections
(through the outbound route associated with a telephone service provider specific to the remote
CudaTel) on each CudaTel. A total of four connections (two inbound, one for each CudaTel, and two
outbound, one for each CudaTel) must be configured to achieve proper inbound and outbound routing
for calls between remote CudaTels.

Once configured, the dialing between locations is achieved through the existing Internet connection
with no additional costs or service providers. This allows remote offices, each with their own CudaTel
Communication Server, to have direct dialing and voice connection.

Using the SYSTEM CONFIGURATION>Site screen, and IP address/Subnet descriminator, the sites can
be distinguished according to their locations and tagged with site specific information such as a local
caller id number. However, insuring proper emergency service dialing requires the user to register and
verify proper emergency service access in each location with an Internet emergency service provider.

Warning To insure emergency service properly identifies a remote extension on a remote CudaTel

&

Communication Server, you must register with an Internet emergency service provider and follow
their instructions. The CudaTel Communication System does not implement emergency dialing,
but rather assists the VoIP or Internet emergency service provider in implementing it.
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Chapter 5
Securing the CudaTel Communication Server

Securing your CudaTel Communication Server requires balancing the need to restrict potentially
hostile contacts from the internet while still allowing access through the internet to desired voice
connections. In the pursuit of security, the best practice is to have your CudaTel Communication
Server reside behind a firewall. Your phone system benefits from the protections you already have
established for your other internet interfaces.

Best

Practice  CydaTel Communication Server should reside behind a firewall maximizing security from internet
threats.

CudaTel Communication Server also allows the setup of additional filtering of network inputs to
prevent undesired communications from breaching your phone system. The WAN (wide area
network) connection has a configurable firewall which allows filtering according to IP address and
subnet mask using the SYSTEM CONFIGURATION>WAN Firewall screen. Specified IP address/
Subnet masks can be allowed or denied access based on your configuration.

Encrypted Voice
WAN in DMZ Isolated from network internet facing Avoids Nat problems
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Chapter 6
Monitoring the System

The CudaTel Communication System allows for real time monitoring of the phone system
performance as well as live monitoring and play back of system calls. The ability to monitor the phone
system provides useful insight into system effectiveness, efficiency, and call execution.

Viewing Performance StAtISTICS ..........ccccueieveeesieeeieiieeiiieeseeeeeneeens 40
MOonitoring CallS...........cccooviiiiiiiiiiiiiiii e 42
TrOUDIESROOLING ... 43
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Viewing Performance Statistics

The Web Interface SYSTEM DASHBOARD page provides an overview of the health and performance
of your CudaTel Communication Server, including:

* Updates and Support

System - System model and serial number
Firmware - System firmware revision number
Energize Updates - Energize update status, expiration information
Instant Replacement - Instant replacement service status, expiration information
Premium Support - Premium support status, expiration information
*  Phone Status
Configured phones - Total number of telephones that have been provisioned to this system
Assigned to users - Number of provisioned phones that are assigned to users
Unassigned phones - Number of provisioned phones not currently assigned to a user
Phones on-line - Number of telephones that are on-line and connected to the system
(includes phones that are idle and in use)
Available Extensions - Number of extension numbers available to be assigned to phones,
users, etc. (Extension number ranges are configured in System Configuration >Extensions tab)
*  System Performance
Firmware Storage - Amount of storage space available for firmware
Voice Mail Storage - Amount of storage space available for voice mail messages
CPU Load - Load percentage on CPU
CPU Temp - Temperature of the CPU
System Temp - Temperature inside the system's case
CPU Fan - Speed of CPU fan
System Fan - Speed of system fan
*  Telephone Service Providers
Status - Displays "Active" or "Inactive" to reflect the status of the service provider
Name - Provider's name as displayed in various Ul pages
Direction - Indicates whether the connection is for inbound calls, outbound calls, or both.
*  Voicemail Statistics
Read - Number of read voicemail messages and storage time in minutes and seconds
Saved - Number of saved voicemail messages and storage time in minutes and seconds
Unread - Number of unread voicemail messages and storage time in minutes and seconds
Total - Total number of voicemail messages and storage time in hours, minutes, and
seconds
* Active Call Information
Direction - Call direction (inbound or outbound)
Caller Name - Name of calling party
Caller Number - Caller ID number (or extension number) of calling party
Destination Name - Name of called party
Destination Number - Destination phone number (i.e. dialed phone number) of the called

party
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Network and Call Statistics

Sessions - Number of sessions, that is, number of call legs (a normal call has two call legs:
the caller and the called party)

LAN Interface - LAN interface traffic (in and out)

WAN Interface - WAN interface traffic (in and out)
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Monitoring Calls

Monitoring Live Calls

Using the SYSTEM DASHBOARD > Active and Recent Calls screen of the Web Interface allows the
selection and connection to an ongoing call. The call connection makes no sound, allowing for
noiseless monitoring of the call.

Reviewing Recorded Calls

Collecting call recordings for a user or group is configured when setting up or editting a user or group.
Recorded calls can then be played and reviewed from the SYSTEM DASHBOARD > Active and Recent
Calls screen.
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Troubleshooting

Diagnostic Tools

Testing Network Connectivity

The CudaTel Communication Server connectivity can be tested from any networked computer by
pointing a browser to the CudaTel (setting the browser address to the CudaTel Communication Server
IP address).

Connect to Barracuda Support Servers with Network Connectivity

If network connectivity is verified, using the Web Interface SYSTEM CONFIGURATION>
Utilities screen, a Support Tunnel to Barracuda Networks Technical Support Center can be
established, allowing Technical support engineers to troubleshoot any issues you may be
experiencing.

Connecting to Barracuda without Network Connectivity

If the CudaTel Communication Server is not accessible from the network, a monitor and keyboard
can be attached directly to the appliance to establish a Support Tunnel to Barracuda Networks
Technical Support Center. This will allow Barracuda Technical Support to troubleshoot the system
and restore connectivity.
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Chapter 7
Maintenance

This chapter provides instructions for general maintenance of the CudaTel Communication Server

using the Web interface, and covers the following topics:

Updating the Firmware and Definitions........................
Restarting and Shutting Down the System.....................
Restarting and Shutting Down the System.....................
Using the Built-in Troubleshooting Tools ......................
Rebooting the System in Recovery Mode.......................
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Updating the Firmware and Definitions

46

Updating the Firmware on your CudaTel Communication Server

This should be one of the steps the administrator performs in the initial installation of the CudaTel
Communication Server. The SYSTEM CONFIGURATION> Updates page allows you to manually
update the firmware version.The only time you should revert back to an old firmware version is if you
recently downloaded a new version that is causing unexpected problems. In this case, call Barracuda
Networks Contacting Technical Support before for instructions on reverting back to a previous
firmware version.

If you have the latest firmware version already installed, the Download Now button will be disabled.

Note Applying a new firmware version results in a temporary loss of service. For this reason, you should
apply new firmware versions during non-busy hours. Before upgrading, BE SURE TO TAKE THE

DO NOT MANUALLY REBOOT YOUR SYSTEM at any time during an upgrade, unless otherwise
instructed by Technical Support.

@ CudaTel Communication Server OFFLINE (using SYSTEM CONFIGURATION > Utilities Tab).

The current firmware version and the latest General Release version of the firmware shown below in
the Firmware Download section. To download the latest firmware version, click the Download Now
button. The Web interface will display download progress. When the firmware download is complete,
click the Apply Now button. The CudaTel Communication Server will reboot and you will need to
log in again to the Web interface.
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Restarting and Shutting Down the System

The Shutdown and Restart section on the Configuration > Utilities page allows you to Shut Down or
Restart the CudaTel Communication Server. You can also Reboot all phones from this page if
necessary.

Shutting down the system powers off the appliance. Restarting the system reboots the appliance.

You can also perform a hard reset of the CudaTel Communication Server by pressing the RESET
button on the front panel of the system. Caution should be used when pressing the reset button,
however, since doing so while the CudaTel Communication Server is in the midst of a configuration
update or other task can result in inadvertent corruption of the system.
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Built-in Network Connectivity Test

48

You can test your CudaTel Communication Server’s connection to the phone network. From a
monitor attached to the CudaTel Communication Server, the ADVANCED > PING button allows the
testing of the connection between the CudaTel Communication Server and any network address
enterred, for example, the IP address of the computer on which you are using the Web Interface to
configure your CudaTel Communication Server. Network connectivity is indicated by a display of
packets received by the appliance which scrolls as new packets are received.

Replacing a Failed System

Before you replace your CudaTel Communication Server, use the tools provided to try to resolve the
problem.

Barracuda Instant Replacement Service

In the event that a CudaTel Communication Server fails and you cannot resolve the issue, customers
that have purchased the Instant Replacement service can call Barracuda Networks Technical Support
and arrange for a new appliance to be shipped out within 24 hours.

After receiving the new system, ship the old CudaTel Communication Server back to Barracuda
Networks at the address below with an RMA number marked clearly on the package. Barracuda
Networks Technical Support can provide details on the best way to return the appliance.

Barracuda Networks
3175 S. Winchester Blvd
Campbell, CA 95008

attn: RMA # <your RMA number>

@ To set up the new CudaTel Communication Server , see the Initial Setup page 20.
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Appendix A
About the Hardware

Hardware Compliance

This section contains compliance information for the CudaTel Communication Server hardware.

C

Compliance Information Statement (Declaration of Conformity Procedure) DoC FCC Part 15: This
device complies with part 15 of the FCC Rules.

Notice for the USA

Operation is subject to the following conditions:
1. This device may not cause harmful interference, and

2. This device must accept any interference received including interference that may cause
undesired operation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user in encouraged
to try one or more of the following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and the receiver.
* Plug the equipment into an outlet on a circuit different from that of the receiver.

* Consult the dealer on an experienced radio/ television technician for help.

Notice for Canada

This apparatus compiles with the Class B limits for radio interference as specified in the Canadian
Department of Communication Radio Interference Regulations.

C€

Notice for Europe (CE Mark)
This product is in conformity with the Council Directive 89/336/EEC, 92/31/EEC (EMC).
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Appendix B
Limited Warranty and License

Barracuda Networks Limited Hardware Warranty (v 2.1)

Barracuda Networks, Inc., or the Barracuda Networks, Inc. subsidiary or authorized Distributor
selling the Barracuda Networks product, if sale is not directly by Barracuda Networks, Inc.,
("Barracuda Networks") warrants that commencing from the date of delivery to Customer (but in case
of resale by a Barracuda Networks reseller, commencing not more than sixty (60) days after original
shipment by Barracuda Networks, Inc.), and continuing for a period of one (1) year: (a) its products
(excluding any software) will be free from material defects in materials and workmanship under
normal use; and (b) the software provided in connection with its products, including any software
contained or embedded in such products will substantially conform to Barracuda Networks published
specifications in effect as of the date of manufacture. Except for the foregoing, the software is
provided as is. In no event does Barracuda Networks warrant that the software is error free or that
Customer will be able to operate the software without problems or interruptions. In addition, due to
the continual development of new techniques for intruding upon and attacking networks, Barracuda
Networks does not warrant that the software or any equipment, system or network on which the
software is used will be free of vulnerability to intrusion or attack. The limited warranty extends only
to you the original buyer of the Barracuda Networks product and is non-transferable.

Exclusive Remedy

Your sole and exclusive remedy and the entire liability of Barracuda Networks under this limited
warranty shall be, at Barracuda Networks or its service centers option and expense, the repair,
replacement or refund of the purchase price of any products sold which do not comply with this
warranty. Hardware replaced under the terms of this limited warranty may be refurbished or new
equipment substituted at Barracuda Networks’ option. Barracuda Networks obligations hereunder are
conditioned upon the return of affected articles in accordance with Barracuda Networks then-current
Return Material Authorization ("RMA") procedures. All parts will be new or refurbished, at
Barracuda Networks’ discretion, and shall be furnished on an exchange basis. All parts removed for
replacement will become the property of Barracuda Networks. In connection with warranty services
hereunder, Barracuda Networks may at its discretion modify the hardware of the product at no cost to
you to improve its reliability or performance. The warranty period is not extended if Barracuda
Networks repairs or replaces a warranted product or any parts. Barracuda Networks may change the
availability of limited warranties, at its discretion, but any changes will not be retroactive. IN NO
EVENT SHALL BARRACUDA NETWORKS LIABILITY EXCEED THE PRICE PAID FOR THE
PRODUCT FROM DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES RESULTING FROM THE USE OF THE PRODUCT, ITS ACCOMPANYING
SOFTWARE, OR ITS DOCUMENTATION.
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Exclusions and Restrictions

This limited warranty does not apply to Barracuda Networks products that are or have been (a)
marked or identified as "sample" or "beta," (b) loaned or provided to you at no cost, (c) sold "as is,"
(d) repaired, altered or modified except by Barracuda Networks, (e) not installed, operated or
maintained in accordance with instructions supplied by Barracuda Networks, or (f) subjected to
abnormal physical or electrical stress, misuse, negligence or to an accident.

EXCEPT FOR THE ABOVE WARRANTY, BARRACUDA NETWORKS MAKES NO OTHER
WARRANTY, EXPRESS, IMPLIED OR STATUTORY, WITH RESPECT TO BARRACUDA
NETWORKS PRODUCTS, INCLUDING WITHOUT LIMITATION ANY IMPLIED
WARRANTY OF TITLE, AVAILABILITY, RELIABILITY, USEFULNESS,
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT, OR
ARISING FROM COURSE OF PERFORMANCE, DEALING, USAGE OR TRADE. EXCEPT
FOR THE ABOVE WARRANTY, BARRACUDA NETWORKS' PRODUCTS AND THE
SOFTWARE ARE PROVIDED "AS-IS" AND BARRACUDA NETWORKS DOES NOT
WARRANT THAT ITS PRODUCTS WILL MEET YOUR REQUIREMENTS OR BE
UNINTERRUPTED, TIMELY, AVAILABLE, SECURE OR ERROR FREE, OR THAT ANY
ERRORS INITS PRODUCTS OR THE SOFTWARE WILL BE CORRECTED. FURTHERMORE,
BARRACUDA NETWORKS DOES NOT WARRANT THAT BARRACUDA NETWORKS
PRODUCTS, THE SOFTWARE OR ANY EQUIPMENT, SYSTEM OR NETWORK ON WHICH
BARRACUDA NETWORKS PRODUCTS WILL BE USED WILL BE FREE OF
VULNERABILITY TO INTRUSION OR ATTACK.

Barracuda Networks Software License Agreement (v 2.1)

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("AGREEMENT") CAREFULLY
BEFORE USING THE BARRACUDA NETWORKS SOFTWARE. BY USING THE
BARRACUDA SOFTWARE YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
LICENSE. IF YOU ARE A CORPORATION, PARTNERSHIP OR SIMILAR ENTITY, THEN
THE SOFTWARE LICENSE GRANTED UNDER THIS AGREEMENT IS EXPRESSLY
CONDITIONED UPON ACCEPTANCE BY A PERSON WHO IS AUTHORIZED TO SIGN FOR
AND BIND THE ENTITY. IF YOU ARE NOT AUTHORIZED TO SIGN FOR AND BIND THE
ENTITY OR DO NOT AGREE WITH ALL THE TERMS OF THIS AGREEMENT, DO NOT USE
THE SOFTWARE. IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE YOU MAY
RETURN THE SOFTWARE OR HARDWARE CONTAINING THE SOFTWARE FOR A FULL
REFUND TO YOUR PLACE OF PURCHASE.

1. The software and documentation, whether on disk, in flash memory, in read only memory, or on
any other media or in any other form (collectively "Barracuda Software") is licensed, not sold, to you
by Barracuda Networks, Inc. ("Barracuda") for use only under the terms of this Agreement, and
Barracuda reserves all rights not expressly granted to you. The rights granted are limited to
Barracuda's intellectual property rights in the Barracuda Software and do not include any other patent
or intellectual property rights. You own the media on which the Software is recorded but Barracuda
retains ownership of the Software itself. If you have not completed a purchase of the Software and
made payment for the purchase, the Software may only be used for evaluation purposes and may not
be used in any production capacity. Furthermore the Software, when used for evaluation, may not be
secure and may use publically available passwords.

2. Permitted License Uses and Restrictions. If you have purchased a Barracuda Networks hardware
product, this Agreement allows you to use the Software only on the single Barracuda labeled
hardware device on which the software was delivered. You may not make copies of the Software.
You may not make a backup copy of the Software. If you have purchased a Barracuda Networks
Virtual Machine you may use the software only in the licensed number of instances of the licensed
sizes and you may not exceed the licensed capacities. You may make a reasonable number of backup
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copies of the Software. If you have purchased client software you may install the software only on
the number of licensed clients. You may make a reasonable number of backup copies of the Software.
For all purchases you may not modify or create derivative works of the Software except as provided
by the Open Source Licenses included below. You may not make the Software available over a
network where it could be utilized by multiple devices or copied. Unless otherwise expressly provided
in the documentation, your use of the Software shall be limited to use on a single hardware chassis,
on a single central processing unit, as applicable, or use on such greater number of chassis or central
processing units as you may have paid Barracuda Networks the required license fee; and your use of
the Software shall also be limited, as applicable and set forth in your purchase order or in Barracuda
Networks' product catalog, user documentation, or web site, to a maximum number of (a) seats (i.e.
users with access to install Software), (b) concurrent users, sessions, ports, and/or issued and
outstanding IP addresses, and/or (c¢) central processing unit cycles or instructions per second. Your
use of the Software shall also be limited by any other restrictions set forth in your purchase order or
in Barracuda Networks' product catalog, user documentation or Web site for the Software. The
BARRACUDA SOFTWARE IS NOT INTENDED FOR USE IN THE OPERATION OF
NUCLEAR FACILITIES, AIRCRAFT NAVIGATION OR COMMUNICATION SYSTEMS, LIFE
SUPPORT MACHINES, OR OTHER EQUIPEMENT IN WHICH FAILURE COULD LEAD TO
DEATH, PERSONAL INJURY, OR ENVIRONMENTAL DAMAGE. YOU EXPRESSLY AGREE
NOT TO USE IT IN ANY OF THESE OPERATIONS.

3. You may not transfer, rent, lease, lend, or sublicense the Software or allow a third party to do so.
YOU MAY NOT OTHERWISE TRANSFER THE SOFTWARE OR ANY OF YOUR RIGHTS
AND OBLIGATIONS UNDER THIS AGREEMENT. You agree that you will have no right and will
not, nor will it assist others to: (i) make unauthorized copies of all or any portion of the Software; (ii)
sell, sublicense, distribute, rent or lease the Software; (iii) use the Software on a service bureau, time
sharing basis or other remote access system whereby third parties other than you can use or benefit
from the use of the Software; (iv) disassemble, reverse engineer, modify, translate, alter, decompile
or otherwise attempt to discern the source code of all or any portion of the Software; (v) utilize or run
the Software on more computers than you have purchased license to; (vi) operate the Software in a
fashion that exceeds the capacity or capabilities that were purchased by you.

4. THIS AGREEMENT SHALL BE EFFECTIVE UPON INSTALLATION OF THE SOFTWARE
OR PRODUCT AND SHALL TERMINATE UPON THE EARLIER OF: (A) YOUR FAILURE TO
COMPLY WITH ANY TERM OF THIS AGREEMENT OR (B) RETURN, DESTRUCTION OR
DELETION OF ALL COPIES OF THE SOFTWARE IN YOUR POSSESSION. Rights of Barracuda
Networks and your obligations shall survive any termination of this Agreement. Upon termination of
this Agreement by Barracuda Networks, You shall certify in writing to Barracuda Networks that all
copies of the Software have been destroyed or deleted from any of your computer libraries, storage
devices, or any other location.

5.YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT THE USE OF THE BARRACUDA
SOFTWARE IS AT YOUR OWN RISK AND THAT THE ENTIRE RISK AS TO
SATISFACTION, QUALITY, PERFORMANCE, AND ACCURACY IS WITH YOU. THE
BARRACUDA SOFTWARE IS PROVIDED "AS IS" WITH ALL FAULTS AND WITHOUT
WARRANTY OF ANY KIND, AND BARRACUDA HEREBY DISCLAIMS ALL WARRANTIES
AND CONDITIONS WITH RESPECT TO THE BARRACUDA SOFTWARE, EITHER
EXPRESSED OR IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES AND/OR CONDITIONS OF MERCHANTIBILITY, OF
SATISFACTORY QUALITY, OF FITNESS FOR ANY APPLICATION, OF ACCURACY, AND
OF NON-INFRINGEMENT OF THIRD PARTY RIGHTS. BARRACUDA DOES NOT
WARRANT THE CONTINUED OPERATION OF THE SOFTWARE, THAT THE
PERFORMANCE WILL MEET YOUR EXPECTATIONS, THAT THE FUNCTIONS WILL
MEET YOUR REQUIREMENTS, THAT THE OPERATION WILL BE ERROR FREE OR
CONTINUOUS, THAT CURRENT OR FUTURE VERSIONS OF ANY OPERATING SYSTEM
WILL BE SUPPORTED, OR THAT DEFECTS WILL BE CORRECTED. NO ORAL OR
WRITTEN INFORMATION GIVEN BY BARRACUDA OR AUTHORIZED BARRACUDA

Limited Warranty and License 57



58

REPRESENTATIVE SHALL CREATE A WARRANTY. SHOULD THE BARRACUDA
SOFTWARE PROVE DEFECTIVE, YOU ASSUME THE ENTIRE COST OF ALL NECESSARY
SERVICING, REPAIR, OR CORRECTION. FURTHERMORE BARRACUDA NETWORKS
SHALL ASSUME NO WARRANTY FOR ERRORS/BUGS, FAILURES OR DAMAGE WHICH
WERE CAUSED BY IMPROPER OPERATION, USE OF UNSUITABLE RESOURCES,
ABNORMAL OPERATING CONDITIONS (IN PARTICULAR DEVIATIONS FROM THE
INSTALLATION CONDITIONS) AS WELL AS BY TRANSPORTATION DAMAGE. IN
ADDITION, DUE TO THE CONTINUAL DEVELOPMENT OF NEW TECHNIQUES FOR
INTRUDING UPON AND ATTACKING NETWORKS, BARRACUDA NETWORKS DOES NOT
WARRANT THAT THE SOFTWARE OR ANY EQUIPMENT, SYSTEM OR NETWORK ON
WHICH THE SOFTWARE IS USED WILL BE FREE OF VULNERABILITY TO INTRUSION
OR ATTACK. YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT YOU WILL
PROVIDE AN UNLIMITED PERPETUAL ZERO COST LICENSE TO BARRACUDA FOR ANY
PATENTS OR OTHER INTELLECTUAL PROPERTY RIGHTS WHICH YOU EITHER OWN OR
CONTROL THAT ARE UTILIZED IN ANY BARRACUDA PRODUCT.

6. Termination and Fair Use Policy. BARRACUDA SHALL HAVE THE ABSOLUTE AND
UNILATERAL RIGHT AT ITS SOLE DISCRETION TO DENY USE OF, OR ACCESS TO
BARRACUDA SOFTWARE, IF YOU ARE DEEMED BY BARRACUDA TO BE USING THE
SOFTWARE IN A MANNER NOT REASONABLY INTENDED BY BARRACUDA OR IN
VIOLATION OF ANY LAW.

7. Limitation of Liability. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT
SHALL BARRACUDA BE LIABLE FOR PERSONAL INJURY OR ANY INCIDENTAL
SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES WHATSOEVER, INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, LOSS OF DATA, BUSINESS
INTERRUPTION, OR ANY OTHER COMMERCIAL DAMAGES OR LOSSES, ARISING OUT
OF OR RELATED TO YOUR ABILITY TO USE OR INABILITY TO USE THE BARRACUDA
SOFTWARE HOWEVER CAUSED, REGARDLESS OF THE THEORY OF LIABILITY AND
EVEN IF BARRACUDA HAS BEEN ADVISED OF THE POSSIBILITY OF DAMAGES. In no
event shall Barracuda's total liability to you for all damages exceed the amount of one hundred
dollars.The following terms govern your use of the Energize Update Software except to the extent a
particular program (a) is the subject of a separate written agreement with Barracuda Networks or (b)
includes a separate "click-on" license agreement as part of the installation and/or download process.
To the extent of a conflict between the provisions of the foregoing documents, the order of precedence
shall be (1) the written agreement, (2) the click-on agreement, and (3) this Energize Update Software
License.

8. Content Restrictions. YOU MAY NOT (AND MAY NOT ALLOW A THIRD PARTY TO)
COPY, REPRODUCE, CAPTURE, STORE, RETRANSMIT, DISTRIBUTE, OR BURN TO CD
(OR ANY OTHER MEDIUM) ANY COPYRIGHTED CONTENT THAT YOU ACCESS OR
RECEIVE THROUGH USE OF THE PRODUCT CONTAINING THE SOFTWARE. YOU
ASSUME ALL RISK AND LIABILITY FOR ANY SUCH PROHIBITED USE OF
COPYRIGHTED CONTENT. You agree not to publish any benchmarks, measurements, or reports
on the product without Barracuda Networks’ written express approval.

9. Third Party Software. Some Software which supports Bare Metal Disaster Recovery of Microsoft
Windows Vista and Microsoft Windows 2008 Operating Systems (DR6) contains and uses
components of the Microsoft Windows Pre-Installation Environment (WINPE) with the following
restrictions: (i) the WINPE components in the DR6 product are licensed and not sold and may only
be used with the DR6 product; (ii) DR6 is provided "as is"; (iii) Barracuda and its suppliers reserve
all rights not expressly granted; (iv) license to use DR6 and the WINPE components is limited to use
of the product as a recovery utility program only and not for use as a general purpose operating
system; (v) Reverse engineering, decompiling or disassembly of the WINPE components, except to
the extent expressly permitted by applicable law, is prohibited; (vi) DR6 contains a security feature
from Microsoft that will automatically reboot the system without warning after 24 hours of
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continuous use; (vii) Barracuda alone will provide support for customer issues with DR6 and
Microsoft and its Affiliates are released of all liability related to its use and operation; and, (viii) DR6
is subject to U.S. export jurisdiction.

10. Trademarks. Certain portions of the product and names used in this Agreement, the Software and
the documentation may constitute trademarks of Barracuda Networks. You are not authorized to use
any such trademarks for any purpose.

11. Export Restrictions. You may not export or re-export the Software without: (a) the prior written
consent of Barracuda Networks, (b) complying with applicable export control laws, including, but not
limited to, restrictions and regulations of the Department of Commerce or other United States agency
or authority and the applicable EU directives, and (c) obtaining any necessary permits and licenses.
In any event, you may not transfer or authorize the transfer of the Software to a prohibited territory
or country or otherwise in violation of any applicable restrictions or regulations. If you are a United
States Government agency the Software and documentation qualify as "commercial items", as that
term is defined at Federal Acquisition Regulation ("FAR") (48 C.F.R.) 2.101, consisting of
"commercial computer software" and "commercial computer software documentation” as such terms
are used in FAR 12.212. Consistent with FAR 12.212 and DoD FAR Supp. 227.7202-1 through
227.7202-4, and notwithstanding any other FAR or other contractual clause to the contrary in any
agreement into which this Agreement may be incorporated, Government end user will acquire the
Software and documentation with only those rights set forth in this Agreement. Use of either the
Software or documentation or both constitutes agreement by the Government that the Software and
documentation are "commercial computer software" and "commercial computer software
documentation", and constitutes acceptance of the rights and restrictions herein.

12. General. THIS AGREEMENT IS GOVERNED BY THE LAWS OF THE STATE OF
CALIFORNIA, USA WITH JURISDICTION OF SANTA CLARA COUNTY, CALIFORNIA,
UNLESS YOUR HEADQUARTERS IS LOCATED IN SWITZERLAND, THE EU, OR JAPAN. IF
YOUR HEADQUARTERS IS LOCATED IN SWITZERLAND THE SWISS MATERIAL LAW
SHALL BE USED AND THE JURISDICTION SHALL BE ZURICH. IF YOUR
HEADQUARTERS IS LOCATED IN THE EU, AUSTRIAN LAW SHALL BE USED AND
JURISDICTION SHALL BE INNSBRUCK. IF YOUR HEADQUARTERS IS LOCATED IN
JAPAN, JAPANESE LAW SHALL BE USED AND JURISDICTION SHALL BE TOKYO. THIS
AGREEMENT WILL NOT BE SUBJECT TO ANY CONFLICT-OF-LAWS PRINCIPLES IN ANY
JURISDICTION. THIS AGREEMENT WILL NOT BE GOVERNED BY THE U.N.
CONVENTION ON CONTRACTS FOR THE INTERNATIONAL SALES OF GOODS. This
Agreement is the entire agreement between You and Barracuda Networks regarding the subject
matter herein and supersedes any other communications with respect to the Software. If any provision
of this Agreement is held invalid or unenforceable, the remainder of this Agreement will continue in
full force and effect. Failure to prosecute a party's rights with respect to a default hereunder will not
constitute a waiver of the right to enforce rights with respect to the same or any other breach.

13. Assignability. You may not assign any rights or obligations hereunder without prior written
consent from Barracuda Networks.

14. Billing Issues. You must notify Barracuda of any billing problems or discrepancies within sixty
(60) days after they first appear on the statement you receive from your bank, Credit Card Company,
other billing company or Barracuda Networks. If you do not bring such problems or discrepancies to
Barracuda Networks attention within the sixty (60) day period, you agree that you waive the right to
dispute such problems or discrepancies.

15. Collection of Data. You agree to allow Barracuda Networks to collect information ("Statistics")
from the Software in order to fight spam, virus, and other threats as well as optimize and monitor the
Software. Information will be collected electronically and automatically. Statistics include, but are
not limited to, the number of messages processed, the number of messages that are categorized as
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spam, the number of virus and types, IP addresses of the largest spam senders, the number of emails
classified for Bayesian analysis, capacity and usage, and other statistics. Your data will be kept private
and will only be reported in aggregate by Barracuda Networks.

16. Subscriptions. Software updates and subscription information provided by Barracuda Energize
Updates or other services may be necessary for the continued operation of the Software. You
acknowledge that such a subscription may be necessary. Furthermore some functionality may only
be available with additional subscription purchases. Obtaining Software updates on systems where
no valid subscription has been purchased or obtaining functionality where subscription has not been
purchased is strictly forbidden and in violation of this Agreement. All initial subscriptions commence
at the time of activation and all renewals commence at the expiration of the previous valid
subscription. Unless otherwise expressly provided in the documentation, you shall use the Energize
Updates Service and other subscriptions solely as embedded in, for execution on, or (where the
applicable documentation permits installation on non-Barracuda Networks equipment) for
communication with Barracuda Networks equipment owned or leased by you. All subscriptions are
non-transferrable. Barracuda Networks makes no warranty that subscriptions will continue un-
interrupted. Subscription may be terminated without notice by Barracuda Networks for lack of full
payment.

17. Auto Renewals. If your Software purchase is a time based license, includes software
maintenance, or includes a subscription, you hereby agree to automatically renew this purchase when
it expires unless you notify Barracuda 15 days before the renewal date. Barracuda Networks will
automatically bill you or charge you unless notified 15 days before the renewal date.

18. Time Base License. If your Software purchase is a time based license you expressly acknowledge
that the Software will stop functioning at the time the license expires. You expressly indemnify and
hold harmless Barracuda Networks for any and all damages that may occur because of this.

19. Support. Telephone, email and other forms of support will be provided to you if you have
purchased a product that includes support. The hours of support vary based on country and the type
of support purchased. Barracuda Networks Energize Updates typically include Basic support.

20. Changes. Barracuda Networks reserves the right at any time not to release or to discontinue release
of any Software or Subscription and to alter prices, features, specifications, capabilities, functions,
licensing terms, release dates, general availability or other characteristics of any future releases of the
Software or Subscriptions.

21. Open Source Licensing. Barracuda Networks products may include programs that are covered
by the GNU General Public License (GPL) or other Open Source license agreements, in particular the
Linux operating system. It is expressly put on record that the Software does not constitute an edited
version or further development of the operating system. These programs are copyrighted by their
authors or other parties, and the authors and copyright holders disclaim any warranty for such
programs. Other programs are copyright by Barracuda Networks. Further details may be provided in
an appendix to this agreement where the licenses are re-printed. Barracuda Networks makes available
the source code used to build Barracuda products available at source.barracuda.com. This directory
includes all the programs that are distributed on the Barracuda products. Obviously not all of these
programs are utilized, but since they are distributed on the Barracuda product we are required to make
the source code available.
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Barracuda Networks Energize Updates and Other Subscription
Terms

Barracuda Networks Software License Agreement Appendix
The GNU General Public License (GPL) Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This General Public License applies
to most of the Free Software Foundation's software and to any other program whose authors commit
to using it. (Some other Free Software Foundation software is covered by the GNU Library General
Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you can
change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to
ask you to surrender the rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original, so that any problems introduced
by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
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0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The "Program",
below, refers to any such program or work, and a "work based on the Program" means either the
Program or any derivative work under copyright law: that is to say, a work containing the Program or
a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term "modification".) Each licensee is
addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the Program (independent of having been

made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and
the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third parties
under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an announcement
including an appropriate copyright notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute the program under these conditions, and
telling the user how to view a copy of this License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work based on the Program is not required to
print an announcement).

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of this License, whose permissions
for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent is to exercise the right to control the distribution of derivative or collective
works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.
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3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge
no more than your cost of physically performing source distribution, a complete machine-readable
copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on
a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source
code. (This alternative is allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and installation
of the executable. However, as a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place,
then offering equivalent access to copy the source code from the same place counts as distribution of
the source code, even though third parties are not compelled to copy the source along with the object
code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so long
as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based on
it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third parties
to this License.

7. 1f, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.
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If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity
of the free software distribution system, which is implemented by public license practices. Many
people have made generous contributions to the wide range of software distributed through that
system in reliance on consistent application of that system; it is up to the author/donor to decide if he
or she is willing to distribute software through any other system and a licensee cannot impose that
choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In such case, this License incorporates the

limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT
WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
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FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF GNU TERMS AND CONDITIONS

Barracuda Networks Products may contain programs that are copyright (¢)1995-2005 International
Business Machines Corporation and others. All rights reserved. These programs are covered by the
following License: "Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so,
provided that the above copyright notice(s) and this permission notice appear in all copies of the
Software and that both the above copyright notice(s) and this permission notice appear in supporting
documentation."

Barracuda Networks Products may include programs that are covered by the BSD License:
"Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

The names of the authors may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE."

Barracuda Networks Products may include the libspf library which is Copyright (c) 2004 James
Couzens & Sean Comeau, All rights reserved. It is covered by the following agreement:
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met: 1. Redistributions of source code must retain the
above copyright notice, this list of conditions and the following disclaimer. 2. Redistributions in
binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution. THIS
SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHORS MAKING USE OF THIS LICENSE OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Barracuda Networks Products may contain programs that are Copyright (c) 1998-2003 Carnegie
Mellon University. All rights reserved. Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the following conditions are met: 1. Redistributions
of source code must retain the above copyright notice, this list of conditions and the following
disclaimer. 2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided with
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the distribution. The name "Carnegie Mellon University" must not be used to endorse or promote
products derived from this software without prior written permission. For permission or any other
legal details, please contact Office of Technology Transfer, Carnegie Mellon University, 5000
Forbes Avenue, Pittsburgh, PA 15213-3890 (412) 268-4387, fax: (412) 268-7395, tech-
transfer@andrew.cmu.edu . Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by Computing Services at Carnegie
Mellon University (http://www.cmu.edu/computing/)." CARNEGIE MELLON UNIVERSITY
DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, AND IN NO EVENT
SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Barracuda Networks Software may include programs that are covered by the Apache License or other
Open Source license agreements. The Apache license is re-printed below for you reference. These
programs are copyrighted by their authors or other parties, and the authors and copyright holders
disclaim any warranty for such programs. Other programs are copyright by Barracuda Networks.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding
shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under
the License, as indicated by a copyright notice that is included in or attached to the work (an example
is provided in the Appendix below).
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"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted
to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity
authorized to submit on behalf of the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent to the Licensor or its
representatives, including but not limited to communication on electronic mailing lists, source code
control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for the
purpose of discussing and improving the Work, but excluding communication that is conspicuously
marked or otherwise designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import, and
otherwise transfer the Work, where such license applies only to those patent claims licensable by such
Contributor that are necessarily infringed by their Contribution(s) alone or by combination of their
Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the
Work or a Contribution incorporated within the Work constitutes direct or contributory patent
infringement, then any patent licenses granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You meet
the following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files;
and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those notices
that do not pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices normally
appear. The contents of the NOTICE file are for informational purposes only and do not modify the
License. You may add Your own attribution notices within Derivative Works that You distribute,
alongside or as an addendum to the NOTICE text from the Work, provided that such additional
attribution notices cannot be construed as modifying the License.
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You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the
Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied,
including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of'this License or out of the use or inability to use the Work (including but not limited to damages for
loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your
accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

Barracuda Networks makes available the source code used to build Barracuda products available at
source.barracuda.com. This directory includes all the programs that are distributed on the Barracuda
products. Obviously not all of these programs are utilized, but since they are distributed on the
Barracuda product we are required to make the source code available.
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Appendix B
Outbound Routing Regular Expressions

The CudaTel Communications Server uses Perl-compatible regular expressions for pattern matching
in outbound gateways. This appendix will assist you in understanding regular expressions in this
environment. NOTE: The vast majority of all patterns that need to be matched in outbound routes are
only digit-based so the following information will focus on matching number patterns.

Basics

Regular expressions use a combination of standard and meta-characters to create a pattern against
which to match a specific string. Characters in the regular expression can mean different things
depending upon the context. For the sake of simplicity this discussion will focus on the basic
operation of regular expressions.

The basic use of a regular expression is in a pattern match. The system will compare a regular
expression to a string of characters and answer the basic question: does this string of characters match
the pattern described by the regular expression? It's a simple yes or no. Sometimes a yes is called a
"positive match" and a no is called a "negative match."

Sample Patterns

Some common characters you will see in a regular expression include the following:

Characters Meaning

1 Match only the digit "1"

5 Match only the digit "5"

411 Match digit sequence "411"
11 Match string beginning with 411
411% Match string ending with 411
~M11$ Match exact string "411" (see below)
[0-9] Match any digit between 0 and 9
[2-9] Match any digit between 2 and 9
[456] Match either the digit 4, 5, or 6
\d Match any digit between 0 and 9
" Match at beginning of string

$ Match at end of string
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+ Match one or more of the preceding character
* Match zero or more of the preceding character
{n} Match exactly n of the preceding character

Note that the above list is by no means comprehensive, however it is a good representation of the
kinds of characters that will appear in regular expressions number routes. Let's see these characters in
action to get an idea of how they might be used in matching patterns for outbound dialing. The
following table describes some simple patterns, strings, and whether there is a match:

Pattern Dialed Number Match

411 411 Yes

411 4085550411 Yes (matches any number including "411")

M11$ 411 Yes

118 4085550411 No (matches only the exact dialed "411")
A5[0-9][0-9][0-9] 5000 Yes (matches any four digit number beginning with "5")
AS\d\d\d$ 5000 Yes (same as previous pattern, \d matches any digit)
~S5\d{3}$ 5000 Yes (same as previous pattern, \d{3} same as \d\d\d)
AT1INA\d$ 7150 Yes

AT1Nd\d$ 7050 No (matches only dialed numbers from7100 to 7199)
Md{7}$ 5551212 Yes

MNd{10}$ 4085551212 Yes

The above examples demonstrate the syntax for specifying dialed patterns. The following is a list of
syntax rules:

To match an exact dial string, use " and $ at the beginning and end of your regular expression.
The caret (*) means "match at the beginning of the string" and the dollar sign

($) means "match at the end of the string." Reviewing the "411" examples in the previous table:
The pattern 411 means "match any string that contains 411"

The pattern ~411 means "match any string that begins with 411"

The pattern 411$ means "match any string that ends with 411"

The pattern ~411$ means "match any string that matches exactly 411"

To match a range of numbers, use a combination of literal numbers and meta-characters.
Consider these examples:

The pattern 7\d\d\d will match 7000 through 7999
The pattern 74\d\d will match 7400 through 7499
The pattern 745\d will match 7450 through 7459
408\d{7} will match calls made to area code 408
212\d{7} will match calls made to area code 212
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Replacing and Trimming Digits

In some cases you may wish to add or remove digits before they are sent out. The classic example of
this is the dial 9 "to get an outside line" that most of us are familiar with. Here are a few examples of
inserting digits.

Pattern Dialed Digits Digits Actually Sent Out
A(1\d{10}):::81 918005551212 18005551212
~(\d{7}):::81 95551212 5551212

In these cases, we match the leading digit 9, but we don't capture that digit. Instead we capture all of
the digits dialed after the 9. The expression ":::$1" means to replace what was actually dialed with
what was captured inside the ( and ) characters.

In some cases you may wish to let your users dial 9 (or not) and dial 1 (or not) and then have the
system dial appropriately. For example, some carriers absolutely require you to send 1 + area code +
phone number for all calls, even local ones. Others require all 10 digits of the phone number but do
not want the leading 1. The following are some sample regular expressions you can use to deal with
these situations:

Pattern Dialed Digits Sent  Digits Application
~9?12(\d{10})$:::$1 918005551212 8005551212

Dialing 9 or 1optional, send only 10 digits

~9?21?2(\d{10})$:::181 918005551212 18005551212

Dialing 9 or loptional, send 1 + 10 digits of phone number
~9?2(\d{7})$:::40851 95551212 4085551212

Dialing 9 optional, user dials 7 digits, system sends area code 408 + 7 digits
~9?2(\d{7})$:::140881 95551212 14085551212

Dialing 9 optional, user dials 7 digits, system sends 1 +area code + 7 digits
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